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Introduction

1 Introduction

This document describes the CLI (Command Line Interface) UCOPIA. The interface gives access to
certain network, system, or advanced administration commands.

The CLI also lets you diagnose problems or malfunctions.
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Accessing the CLI

2 Accessing the CLI

The CLI can be accessed in different ways: from the Web administration tool, by connecting to the
UCOPIA controller with a screen and keyboard, or even by connecting to the UCOPIA controller with
SSH (on an administration VLAN).

To access the CLI from the Web administration tool, click on the "CLI access" item of the menu bar.

P \\ controller
R2411361 - 5.0 (build 14040701)

Connected as: admin

Configuration Management Monitoring Operations Cll access Documentation Restart Shut down

Figure 2.1. CLI access from the administration tool

The following page is displayed :

Togin: |

Figure 2.2. CLI Authentication page

Enter the login and the password. The prompt is displayed.



1137799

AccesalaCLI

S\UCOPIA

TURN YOUR WI-FI UP

controller login: admin
adminf@controller's password:

R AR R AR R AR A AR TR AT AN AN A AR AAA A AN A AR A AR A AR

UCOFIA
Production name sSvV200
Serial number RZ411361
Production type product
Current wversion 5.0
Current build 14040701

Last upgrade -

Command Line Interface
HRH R AR R AR AR R A AR AR AR AR AR AARR A AR AR AR AR ddd

Welcome
Please use '?' to display context command help

Write the command name followed by '?' to display help about this command
Example : ping ?, will display Ping command help (The ? won't be wisible)

>

Figure 2.3. CLI Authentication

Note

Connection credentials (login/password) are admin/ bhu85tgb.
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To display the list of available commands use the "?" key.

>

accessLimitationAdmin
activatelLicense
addsubnet
adminInterface
arp

arping
autodisceonnect
bzip2

delsubnet
dheclient
dhcpLease
dnsRedirect
dnsspoocfing
enableLogLevel
exit

List / Add / Remove limitations to access Web Administration Tools
Install license. In case of wvirtual appliance, the activation key must be specified
2dd incoming or outgoing subnet

Configure the network parameters of the admin interface

Show ARP cache

Send an ARP reguest to a neighbour host

Sets the criteria for user automated disconnection

Z block-sorting file compressor

Delete a subnet

Get DHCP distributed IP address

manage DHCP leases

enable/disable DNS redirection

enable/disable DNS spoofing

Change logs level

Exit this CLI session

Figure 3.1. CLI command list

Commands can be classified in many categories:

3.1 Configuration

Command

Description

accessLimitationAdmin

List, add, delete access to the web administration tool

addSubnet

Add a new incoming or outgoing subnetwork

admininterface

Configuration of administration parameters

autodisconnect Configuration of the mechanism for automatically connecting users.
delSubnet Deletion of an incoming or outgoing subnetwork

dhcpLease Fixed DHCP leases management

dnsSpoofing Activate or déactivate DNS spoofing

dnsRedirect

Activate or deactivate DNS redirection.

manageDhcplLease

Deletion and cleaning of DHCP leases

modifyNativelP

Modification of IP address and netmask for incoming and outgoing VLANs
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Command Description
passwd Modification the password for the administration tools and the CLI.

restoreConfiguration

Restore a remote configuration backup

senice

Verification of the status of, and restart, UCOPIA senices.

staticRoutes

Add, delete or list static routes

windowsDomainRegiste
redMAC

Manage Registered MAC address used for devices authentication

3.1.1 accessLimitationAdmin

List, add, or delete access to the web administration tool.

> accesslLimitationAdmin [-A action] [-I interface]

-A action (list

Options:

| add del) : Action to perform (list, add, delete).

-I interface: Interface on which it's possible to limit or authorize access to the web
administration tool. For ingoing interfaces, use out or outXx and for incoming interfaces, use in
or iny (Xand Y are the VLAN numbers)

Examples:

To remove access on the incoming VLAN 1

> accesLimitationAdmin -A del -I inl

To add access on the incoming VLAN 1

> accesLimitationAdmin -A add -I inl

3.1.2 addSubnet

Add incoming or outgoing subnetwork

> addSubnet <subnet_type><subnet_ip><netmask> [-i vlan_id] [-c controller_ip] [-g gateway] [-I label] [-k
comment] [-z zone] [-a admin_access] [-A deleg_access][-d dhcp_state] [-r router] [-S dns] [-R range] [-N
ntp] [-w netbios][-D domain]
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subnet type: Type of the new subnetwork ((local-in | local-out | remote-in). local-in and local-
out correspond to incoming and outgoing VLAN. remote-in corresponds to incoming subnetwork.

subnet_ ip : Subnetwork IP address.

netmask : Subnetwork netmask.
Options:

-i vlan id: [Mandatory for: local-in / local-out ] VAN ID for the incoming or outgoing VLANSs []

-c controller ip: [Mandatory for : local-in / local-out ] Controller IP address for incoming or
outgoing subnetworks []

-g gateway : [Mandatory for : local-out | Gateway address for outgoing subnetworks []

-1 label : [Mandatory for : local-out / remote-in ] Label for incoming subnetworks (betweeb
double quote, e.g. : -l « mt label » []

-k comment : [Optional for : local-out / remote-in] A free comment describing the incoming
subnetworks (between double quote, e.g.: -k « my comment » []

-z zone : [Optional for : local-out / remote-in] An existing zone associated to the incoming
subnetwork [Défault]

-a admin acess : [Optional for: all types] Administration tool access [y]
-A deleg acess : [Optional for : all types] Delegation portal access [y]
-A dhcp state : [Optional for : local-out / remote-in] DHCP on the incoming subnetwork (y/n)

[n]

-r router : [Mandatory if dhcp_state =y ] The subnetwork gateway ]

-S dns : [Mandatory if dhcp_state =y ] The subnetwork DNS []
-R range : [Optional for dhcp_state ] The IP address ranges for the subnetwork (separated by

)0
-N ntp : [Optional for dhcp_state ]| The NTP server associated to the subnetwork []

-w netbios : [Optional for dhcp_state ] The netbios (wins) sener associated to the
subnetwork ]

-D domain : [Optional for dhcp_state ] The domain name for the subnetwork []

Example :

> addSubnet local-in 192.168.10.0 255.255.255.0 -i 10 -¢ 192.168.10.254 -l label10 -k "Commentaire” -ay -Ay -dy -r
192.168.10.254 -S 192.168.10.254 -R 192.168.10.10-192.168.10.200 -N 192.168.10.254 -w 192.168.10.25

Checking values..
Adding local-in ‘labellO’..

Reconfiguring and restarting services..

Incoming subnet ‘labell0’ added successfully

10
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3.1.3 adminlinterface

Allow to configure parameters for the administration interface

> adminInterface [action] [-a autonego] [-s speed] [d duplex] [-m mtu] [-i ip address] [-n
netmask]

action : get/set (display or modify the configuration) or 'help' (display help) [get]

Options:

-a autonego : Active or deactive auto-négociation (y[n) []
-s speed : Speed (10 or 100 Mb/s) []

-d duplex : Duplex (half or full) []

-m mtu : MTU []

-1 ip address : IP address of the controller []

-n netmask : Netmask for administration interface []

Example :

> admininterface set -ay -s 100 -d full -m 1500 -i 192.168.0.1 -n 255.255.255.0

[NOTICE] admin interface available

[NOTICE] admin interface will be configured

[NOTICE] adding vlan in

[NOTICE] adding vlan out

[NOTICE] rewrite /etc/network/interfaces succeeded

[NOTICE] Configuring ifplugd daemon on interfaces 'ethO ethl eth2 eth3'

mounting admin

3.1.4 autodisconnect

Allow to configure the mechanism for disconnection of users.

> autodisconnect [action] [-p period] [-m mode] [-1 layer] [-n nb checks]

action : Possible values: 'get’, 'set’ (display or modify the configuration) or 'help' [get]

Options:

-p period: Period between checks of connected users (in seconds) []

11
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-m mode : Possible values: ‘passive’ or ‘active’. In passive mode, network data available in the

controller is used to detect the device's presence. In active mode, the device will be polled to
detect its presence on the network. The active mode is allowed when using layer 2 only []

-1 layer: Possible values: 2 (Ethernet) or 3 (IP). The layer level at which the daemon will work

(l

-n nb_checks : How many consecutive failed checks should trigger user disconnection []

Examples:

Display the auto-disconnect configuration :

> autodisconnect get
period: 60

nb checks: 5

mode: passive

layer: 2

Configuration of auto-disconnect to have user connection checked ewery 10 seconds and
disconnected after 3 failed checks:

> > autodisconnect set -p 10 -n 3
Reloading autodisconnect service: autodisconnect.

3.1.5 delSubnet

Deletion of a subnetwork.

> delSubnet <subnet type> [-i vlan id] [-s subnet ip] [-n netmask]

subnet_type : Subnetwork type (local-in | local-out | remote-in)
Options:

vlan id:[Mandatory for : local-in / local-out] The name of the incoming or outgoing VLAN.
subnet_ip:[Mandatory for : remote-in] The subnet IP address for the remote incoming network.

netmask : [Mandatory for : remote-in] The netmask for the remote incoming network.

Example :

> delSubnet local-in -i 10 -s 192.168.10.0 -n 255.255.255.0
Deleting VLAN 10...
Reconfiguring and restarting services...

The incoming VLAN 10 deleted successfully.

12
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3.1.6 dhcplLease

Fixed DHCP leases management

dhcp lease [command] [name] [mac] [ip]

Options:

command : Lists, add or removes a DHCP lease (list | add | delete) [list]
name : Subnetwork name []

mac : MAC address of the DHCP lease []

ip: IP address of the DHCP lease []

Examples:

Add a new fixed DHCP lease

> dhcplease add in3 01:02:03:04:05:06 192.168.250.6

Remowe a fixed DHCP lease

> dhcplease delete in3 01:02:03:04:05:06

List all existing fixed DHCP leases

> dhcplease list

### Subnet in3
# MAC : 01:02:03:04:05:06, IP : 192.168.250.6

3.1.7 dnsSpoofing

Activate or deactivate DNS spoofing.

> dnsSpoofing <action>

action : enable | disable

Examples:

Activating DNS spoofing

> dnsSpoofing enable
Restarting DNS forwarder: dnsmasq.

Deactivating DNS spoofing

13
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> dnsSpoofing disable
Restarting DNS forwarder: dnsmasqg.

3.1.8 dnsRedirect

Activates or deactivates DNS redirection.

> dnsRedirect <action>

action : enable | disable
Examples:

Activating DNS redirection

> dnsRedirect enable

Deactivating DNS redirection

> dnsRedirect disable

3.1.9 manageDhcpleases

Deletion and cleaning of DHCP leases

manageDhcpLeases [-A action] [-I interface]

Options:
-A action: The intended action (clean | remowe) []

Clean : All active DHCP leases are tested (arping on IP addresses) and removed if unused.
Remove : Remove all DHCP leases.

-I interface : Type of the interface to be cleaned. Use in or inX (X being the VLAN number)
(only for the “clean” action) []

Examples:

Clean DHCP leases for interface in3

> manageDhcpleases -A clean -I in3
L e e e
|

..... e
|

CAUTION: All modifications will be done at vour own risks.

Every active lease will be tested (arping on IP address)
response.

and removed if there is no
l}

DHCP server will be down during this operation.

14
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Only in3 iface leases will be parsed.

|
!

! Do you wish to continue ? (y/N)
L O O e O Ay

v

Stopping ISC DHCP server: dhcpd.

Starting ISC DHCP server: dhcpd.

Please check the DHCP logs with the CLI showLogs command.
+ Cleaning leases on in3 [ DONE ]

Remove all DHCP leases

manageDhcplLeases —-A remove
L R T T S N

>
!

! CAUTION: All modifications will be done at your own risks.
! A1l the DHCP leases will be removed.
! DHCP server will be down during this operation.

I

l§

l}

Do yvou wish to continue ? (v/N)
PULL LULED URIED TIEED UL rrrrn L rrenn prnn

v
Stopping ISC DHCP server: dhcpd.

Starting ISC DHCP server: dhcpd.

Please check the DHCP logs with the CLI showLogs command.

+ Deleting leases on all incomming ifaces [ DONE ]

3.1.10 modifyNativelP

Allow to modify IP addresses and netmasks for incoming and outgoing networks.

> modifyNativeIP <vlan type> <controller ip> <netmask> [-g gateway]

vlan type : VLAN type [in | out].
controller ip:New IP address of the controller

netmask : New netmask of the controller.

Options:

-g gateway : IP address gateway for the native outgoing VLAN [].

Example :

> modifyNativeIP in 192.168.200.254 255.255.255.0

DHCP configuration will be deactivated on the native incoming network
Checking values. ..

Modifying native incoming network...

Reconfiguring and restarting services...

Native incoming network modified successfully.

15
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3.1.11 passwd

Allow to modify the password for the administration tools and the CLI.

> passwd <type>

type : web | cli (specify ‘web’ for the administration tool).

3.1.12 restoreConfiguration

Restore a remote configuration backup.

> restoreConfiguration <url> [-r recursive] [-c continue] [--no-check-certificate
no check certificate]l [--passive-ftp passive ftp]l [-—-no-proxy no proxyl [-—-proxy-ip
proxy ipl [--proxy-port proxy port] [--proxy-user username] [--proxy-passwd passwd] [--no-

reboot no reboot]

url : Address of the file containing the configuration backup

Options:
-r: Turn on recursive retrieving [n]
-c: Continue getting a partially-downloaded file [n]
--no-check-certificate: Do not try to validate the server SSL certificate [n]
--passive-ftp: FTP mode passive [n]
--no-proxy:. Do not use proxy [n]
--proxy-ip proxy ip: DNS or IP address of a proxy server []
--proxy-port proxy port: Port of a proxy server (1..65535) []
--proxy-user username:. Username for the authentication on a proxy sener []
--proxy-passwd passwd. Password for the authentication on a proxy sener []
--no-reboot: Don't reboot the sener [n]

Warning

Reboot must be done to complete the restoration.

3.1.13 Service

Allow to verify the status of, and restart, UCOPIA senvices.

> service <service> <action>

16
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action : restart | status
service: arp-protect, authserver, autodisconnect, dhcp, dns, high-availability, Idap, Idapmonitor,
time-server, printers, printers-sharing, radius, sql, ssh, web-proxy, web-server, zeroconf-ip.

Example :

Status of proxy senices configured in the UCOPIA controller.

> service proxy status

privoxy (pid 3093) est en cours d'exécution...
squid (pid 3183) est en cours d'exécution...

3.1.14 staticRoutes

Add, delete or list static routes.

> staticRoutes [action] [-s subnet] [-n netmask] [-g gateway] [-1i interface]

action : add | del | list | help

Options:
-s subnet : The remote subnet address []
-n netmask: The remote subnet mask []

-g gateway: The gateway that should be used to reach the remote subnet []
-i interface: The interface that should be used by this static route []

Example :

> staticRoutes add -s 10.0.10.0 -n 255.255.255.0 -g 192.168.213.1 -i in
>
> staticRoutes list
Current routes:
net 10.0.10.0 netmask 255.255.255.0 gw 192.168.213.1 dev in

>
> staticRoutes add -s 10.0.40.0 -n 255.255.255.0 -g 192.168.8.1 -i in800
>
> staticRoutes list
Current routes:
net 10.0.10.0 netmask 255.255.255.0 gw 192.168.213.1 dev in

net10.0.40.0 netmask 255.255.255.0 gw 192.168.8.1 dev in800
>

> staticRoutes del -s 10.0.40.0 -n 255.255.255.0 -g 192.168.8.1 -i in800
>

> staticRoutes list

17
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Current routes:
net10.0.10.0 netmask 255.255.255.0 gw 192.168.213.1 dev in

3.1.15 windowsDomainRegisteredMAC

Manage registered MAC address used for devices authentication.

> windowsDomainRegisteredMAC [-A action] [mac_address]

-A action: The action to attempt. List : list all MAC addresses in list. Del : remove given MAC
address from list. (list|del) [list]

mac_address: Which MAC address to find/remove []

Example :

Show currently registered MAC addresses

> windowsDomainRegisteredMAC

##### Display all MAC addresses list
00:1D:E0:62:D6:05

00:0c:fl:4c:2e:a9

18
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3.2 FTP server

Command Description
addFTPAccount Add an FTP account
deleteFTPAccount Delete an FTP account
modifyF TPAccount | Modify an FTP account
listFTPAccounts Display all available FTP accounts

3.2.1 addFTPAccount

Add an FTP account.

> addFTPAccount <accountld> <host><port> <securedMode><communicationMode> <login> <path>

accountld: Account name
host : IP/DNS address of the FTP server

port : Port number

secureMode : Secure connection (on|off)
communicationMode: Communication mode (passive|active)
login : Account login

path: Account access path

Example :

User password:

Account ‘accountl added

> addFTPAccountaccountlhostl 21 on active login2 /updates

3.2.2 deleteFTPAccount

Delete an FTP account.

19
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> deleteFTPAccount <accountld>

accountld: Accoun name

Example :

> deleteFTPAccountaccountl

Account ‘account] deleted

3.2.3 modifyFTPAccount

Modify an FTP account.

> modifyFTPAccount <accountld> <host><port> <securedMode> <communicationMode> <login> <path>

accountld: Account name

host : IP/DNS of the FTP server

port : Port number

secureMode : secure connection (on|off)
communicationMode: Communication mode (passive|active)
login : Account login

path: Account access path

Example :

> modifyFTPAccount accountlhostl21 off active login2 /updates

User password:

Account ‘account2 modifed

3.2.4 listFTPAccounts

Display all available FTP accounts.

> listFTPAccounts [detailed]

20
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Options

detailed : detailed list (y|n) [n]

Example :

Id: accountl
host: hostl

port: 21

login: login2

path: /updates/

> listFTPAccounts y

Available FTP accounts:

securedMode: off

userPassword; ****x*xx

communicationMode: passive

3.3 License

Command

Description

activateLicense

Install the license from the Services Management Platform.

installLicense

Download the license from an FTP server and install it.

3.3.1 activateLicense

Install the license from the Services Management Platform. This command needs an internet
access in order to access the SMP. In case of virtual appliance, the activation key must be

given.

21
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> activateLicense <reseller lastname> <reseller firstname> <reseller mail> <reseller phone>
<customer_lastname> <customer_firstname> <customer_mail> <customer_phone> [-k activation_key]

reseller_lastname : Reseller lastname
reseller_firstname : Reseller firstname
reseller_mail : Reseller email
reseller_phone : Reseller phone number

customer_lastname : Customer lastname
customer_firstname : Customer firstname

customer_mail : Customer email
customer_phone : Customer phone number

Options :
-k activation_key : Activation key for virtual appliance (ex: 876GT-564FR-5RDE3-
GFDR4) []
3.3.2 installLicense

Download the license from an FTP server and install it.

> installLicense <license_link>

license_link : Link to access the license

Example :

> installLicense ftp://user:;password@host/license.tgz

INSTALLING LICENSE: OK

3.4 Certificate

Command Description
installCertificate Download a certificate (HTTPS or RADIUS) from an FP server and install it.
restoreCertificate Restore a certificate

22
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3.4.1 installCertificate

Download a certificate (HTTPS or RADIUS) from an FP server and install it.

installCertificate <type> <ca_file> <cert_file> <server_key>

type: Certificate type (HTTPS/RADIUS)

ca_file : Certificate of the certification Authority (CA)
cert_file : Controller certificate

server_key: Private key of the certificate controller

Examples :

> installCertificate https ftp://user;password@host/certs/cacert.pem
> ftp://user;password@host/certs/server.pem

> ftp://user:password @host/certs/server_key.pem

Private key password:

Downloading cacert.pem

Downloading server.pem

Downloading server_key.pem

Installing HTTPS certificates

> installCertificate radius

> ftp://user:;password@host/certs/radius/ca.validation.lan.pem

> ftp://user:;password@host/certs/radius/radius.validation.lan.pem
> ftp://user:password@host/certs/radius/radius_priv_key.pem
Private key password:

Downloading ca.validation.lan.pem

Downloading radius.validation.lan.pem

Downloading radius_priv_key.pem

Installing Radius certificates
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3.4.2 restoreCertificate

Restore a certificate.

restoreCertificate <type>

type: Certificate typ

Example :

e (HTTPS/RADIUS)

> restoreCertificate https

Restoring https certificate

https certificates restored

3.5 Logs

Command

Description

enableLogLeel

Enable or disable system, PMS and RADIUS logs.

mysqglReadSessions

Displays user session tables.

showLogs

Displays internal logs.

3.5.1 enablelLoglLevel

Set the system, PMS and

RADIUS log lewels.

> enableloglevel <type> <level>

type: core/pms/radius (UCOPIA controller core, PMS or RADIUS)

level: Debug level

Logs type Level
core EMERG | ALERT | CRIT | ERR | WARNING | NOTICE | INFO | DEBUG
pms DEBUG | WARNING

24




Commands ﬁ UCOPIA

RN YOUR WI-

Logs type Level

radius LOG_NOTICE |LOG_INFO | LOG_DEBUG

Example :

Setting the core log level to WARNING

> enableLogLevel core WARNING

3.5.2 mysqlReadSessions

Display user session tables.

> mysglReadSessions

Example :

> mysglReadSessions

192.168.14.234 00:27:10:0b:b9:74 seb MODAPPAPI UCOPIA 2014 1
192.168.14.237 3¢:74:37:11:11:b3 pat MODAPPAPI UCOPIA 2014 1
192.168.14.232 EO0:F8:47:56:A6:87 greg MODMAC UCOPIA 2014 1

3.5.3 showlogs

Display internal logs.

> showLogs [type] [-n rows number ]

Options:

type : all | radius | core | autodisconnect | dhcp | pms [all]
-n rows_number: Number of line to display [1000]

Examples:

To display DHCP logs: showLogs dhcp
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>

> showlogs dhcp

Apr 15 09:37:21 localhost dhcpd: Wrote 1 leases to leases file.

Apr 15 ©9:38:22 localhost dhcpd: DHCPREQUEST for 192.168.7.129 from 60:1d:e@:62:d6:85 (SEVEN-PC) via in2l4: wrong ne
Apr 15 09:38:22 localhost dhepd: DHCPNAK on 192.168.7.129 to 00:1d:e@:62:d6:05 via in214

Apr 15 09:38:22 localhost dhcpd: DHCPDISCOVER from 80:1d:e@:62:d6:85 via in214

Apr 15 09:38:23 localhost dhcpd: DHCPOFFER on 192.168.214.1 to 00:1d:e@:62:d6:05 (SEVEN-PC) via in2l4

Apr 15 ©9:38:23 localhost dhcpd: execute_statement argv[@] = fusr/shin/dhcp_event

Apr 15 09:38:23 localhost dhepd: execute statement argv[l] = commit

Apr 15 09:38:23 localhost dhcpd: execute statement argv[2] = 192.168.214.1

Apr 15 09:38:23 localhost dhepd: execute statement argv[3] = 0:1d:eD:62:d6:5

Apr 15 09:38:23 localhost dhcpd: execute statement argv[4] = 3600

Apr 15 09:38:23 localhost dhecpd: execute statement argv[5] = SEVEN-PC

Apr 15 09:38:23 localhost dhcpd: DHCPREQUEST for 192.168.214.1 (192.168.214.253) from 06:1d:eB:62:d6:05 (SEVEN-PC) v
Apr 15 89:38:23 localhost dhcpd: DHCPACK on 192.168.214.1 to 00:1d:e®:62:d6:085 (SEVEN-PC) via in214

Apr 15 09:38:20 localhost dhcpd: DHCPINFORM from 182.168.214.1 via in2ld

Apr 15 09:38:26 localhost dhepd: DHCPACK to 192.168.214.1 (00:1d:eb:62:d6:05) via in2l4

Apr 15 09:40:11 localhost dhepd: DHCPINFORM from 192 .168.214.1 via 1n214

Apr 15 @9:40:11 localhost dhcpd: DHCPACK to 192.168.214.1 (08:1d:e8:62:d6:05) via in214

)

To display user connection logs: showlLogs core

=

= ShoWlogs ceré -0 10

Apr 15 89:41:82 localhest authserver [DEBUS] CorelpdateServer: new connection, threadio=64751, total=1

Apr 15 09:41:@82 locslhost authserver [DEBUG) CoreUpdstederver: unRegister, totsl=d

Apr 15 89:41:02 localhest monitorscript.sh[19600] : connected users: 9 (loacaly & 8 (To&l) B (buthserwer) © @ (lpset); us/sy /Lidfwo=0,8/9971; load=0.81, B
ree_mem=Gf 5% used swap=9.8%; Tasks: 176 total, 1 running, 175 sleeping, O stopped; @ zombie; uptime: 2 days, 28:38

Apr 15 89:41:87 localhost authserver [DEBUG] Accounting.javald®l: furrent time = 1366811667113 -- lastlpdate = 0

Apr 15 @9:41:88 localhest authserver [INFO] ThreadChecker: checking user threads

@Apr 15 @9:41:48 localhost authsarver [DEEUG] CoraAuthSarver: new thraad G477E, total=l

apr 15 89:41:488 localhost authserver [DEBUG) Core_ authserver. CoraduthClient [G4T78] - recelvedMessage: "nndPs s 0B:10:E8:62:DE-G587/+, 192 168 214 187/ + EXT#?

FTALET /4, Pl &7/ + USERADTUS : €77+, AUTODTSCOMNECT (47,4, CALLED_STATTON_TD:68-A6.-58.80-0887,/+ FRCOOFLOGTHRFASS : hndGbnd =47 7+, OFVTCE_PORTAL FORMAT :laptopd?/s,DE

WCTOR_NAME :unknowng?/ v DEVICE_OPERATING SYSTEM MANE :Winduws#?/+ DEVICE_OPEMATING SYSTEM VERSION:7#7/+,DEVICE_DROWSER_MAME:MSIEXT/+ DEVICE_BROWSER_VERSIOM:9

CATION:LOCAL METMATCHA T/ +, NETWDRKID: 1n2 14°

dpr 15 8%:41:48 localhest authserver [DEBUG] Core.authserwver.CoreduthClient[&64778]: userfuthenticate {nn/d@:1ld:eB:62:d6:05/182 . 168.214 1) received parame

0ild:eQ:62:46:05, IP: 192.158.219.1, userTd: rn, keyword: NODPORTAL, noBind: 8, usergreup: mull, useRadive: Talse, accessControlAtiribute: null, ldapPes:

LL, userlastname: null, userfirstname: null, dewicePortalFormat: laptop, deviceConstructorName: unknown, deviceOparatingSystemMamc: Windows, devicelperati
Lon: 7, dewiceBrowserame: MSIE, deviceBrowserVersion: 8.0, calledStationId: 90-DB-90-08-80, dryRun: Talse, IncomingWetworkID: inZl4, iplecatlen: LOCAL NE

Apr 15 @9:41:48 localhest authsarver [MOTICE] Core.authserver.Corefuthflient[647T8]: usarfuthanticate (nnfed:ld:ed:62:db105/192.168.214.1): new user nn

ApRr 15 89:41:48 localhost authserver [NOTICE] Reading netwark '1n21d4° fron ucopla.cont

@Apr 15 8%9:41:48 localhost awthserver [DEBUG] Core authserwer.CoraduthClient [B4T7E]: userfuthenticate |nnf8B:-14d:a8:62:d6:85/192.168.214.1]: looking for use
LDAFP: local

@Apr 15 89:41:48 localhest authserver [DEBUG] Core.authserwer, CoreduihClient [G4T7E]: getéutbllser: Fusrfsblnfextldapauth,sh -h Ldap:Fd137.8.8.1:389% -0 cn=Hp

pis,de=con -w --- -b uld=nn, ou=users,dc=ucopis,de=com -f (&(objectclass=*|(!{banned=true)l} -a dn|Groupdbject|null|giventame |name|validitytype |validitydur

tytime|startdote|esplrationdote]schedule | fieldtitlel | fieldvaluel | fleldtitle? | Theldvalued | Tieldtitled| fleldvalued |usertmall |phonenusber [pasid |gosenable] flo
|FarcebizconnectTinerEnable| ForceDisconnectTimer |MACAddressSettings |macauthanable| fieldid | fieldvalue |[defaultlong| langld| text

Apr 15 89:41:48 lecalhost authserver [DEBUG] Core.autheerver,CorenuthCLient [G4T78]: userAuthenticate {nn/00:1d;eB:62:d6:05/102.168.214,. 1) testing user's

won LDAF: local

Apr 15 89:41:48 localhosl authserver [DEBUG] Core.autheerver. CoreduthCLient[S4778]: testing credential succesd for user: uld=rn,ou=ugers,de=ucapla, de=com

Apr 15 A9:41:48 localhost authserver [DEBUG] Core.authserver.CorsAuthClisnt[84778]: userAuthenticate {nn/oB:1ld:ef:62:d6:85/192.168.214.1): found and auth
POATAIL LCWP: local

@Apr 15 A9:41:48 localhest authserver [DEBUG] Core.authserwer,CorpduihClient [B4T78]: processfonditien 'nn’: wser is connecting from netwerk in2l4 - lacatio
Cld=in214 , contrallerld=1ocal, siteld=1ocal, au=s1tes dezucopla, di=com, TourdProlLleName guest

Apr 15 89:41:48 localhest authserver [MOTICE] UcpldapClient |ldapConnect): no LDAP conmection, state is not connected. Trylmg to connect, ..

Apr 15 @9:41:48 localhost authserver [WOTICE] UcpldepClient {connect_and_bind): Successfully connected to 127.8.8.1 on port 389 with DM cn=Mansger, dc=ucop

Apr 15 89:41:48 localhest authserver [DEBUG] Core.outhserser,CoreduthCLi=nt [64778]: userAuthenticate {nn/98:1d;eh:62;d6:85/192,168,214,. 10 no credit-tine

&pr 15 89:41:48 localhost authserver [DEBUG] Ucpldapflient .LL.addUserMACAddress: user mn will be updated

To display disconnection logs: showLogs autodisconnect

= showLogs autedisconnect
5 89:37:

Apr 1 7 localhost kespalived-=notify all DISABLE[13868]: reloading awtodisconnect

Apr localhost autodisconnect[3248]: reloading configuration

Apr localhost autodisconnect[3248]: using parameters: debug=L0G DEBUG, peried=68, nb_checks=5, kern CONFIG_HZ=258, mode=passive, layers=3, pa
B.1

Apr 15 ©9:37:17 localhost autodisconnect[3248]: going to gquery SQL for connected users with parameters: host=127.8.8.1, port=3386, base=ucpdb, login=ucpr
Apr :137:17 localhost autodisconnect[3248]: SOL query succeeded, going to fill connected users array

Apr :37:17 localhost autodisconnect[3248]: sleeping before next loop iteration

Apr :37:19 localhost keepalived-=notify all DISABLE[13068]: Reloading autedisconnect service: autodisconnect.

Apr :37:32 localhost authserver [DEBUG] reading config section:’conf' name:'autodisconnect’

Apr :38:17 localhost autodisconnect[3248]: going to query SOL for connected users with parameters: host=127.8.0.1, port=3306, base=ucpdb, login=ucpr
Apr :38:17 localhost autodisconnect[3248]: SOL guery succeeded, going te fill connected users array

Apr 7 localhost autodisconnect[3248]: sleeping before next loop iteration

Apr T localhost autodisconnect[3248 going to query SQL for connected users with parameters: host=127.8.8.1, port=33846, base=ucpdb, login=ucpr
Apr 17 localhost autodisconnect[3248): SOL query succeeded, going te fill connected users array

Apr 17 localhost autodisconnect[3248]: sleeping before next loop iteration

Apr 17 localhast autedisconnect[3248]: going to query SQL for connected users with parameters: host=127.8.08.1, port=3386, base-ucpdb, legin=ucpr
Apr 17 localhost autodisconnect[3248]: SOL query succeeded, going to fill connected users array

Apr 17 localhost autodisconnect[3248): sleeping before next loop iteration

Apr 17 localhost autodisconnect[3248]: going te guery SQL for connected users with parameters: heost=127.8.0.1, pert=3306, base=ucpdb, legin=ucpr
Apr 17 localhost autodisconnect[3248]: SOL query succeeded, going Te Till connected users array

Anr “17 Taralhnst antndiscnnnartT37481: slaaninn hafora navt Tnnn itaration

To display RADIUS logs: showlogs RADIUS
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Apr 15 18:11:49 localhost freeradius[28729]: Waking up in 6.9 seconds.

Apr 15 18:11:49 localhost freeradius[28729]: [<thread=] # Executing section authorize from file fetc/freeradius/sites-enabled/default
Apr 15 18:11:49 localhost freeradius[20729]: [pap] WARNING! No "known good" password found for the user. Authentication may fail becaus
fpr 15 18:11:49 localhost freeradius[28729]: # Executing group from file fetc/freeradiusssites-enabled/default

Apr 15 18:11:49 localhost freeradius[28729]: [ldapl] performing user authorization for user

Apr 15 18:11:49 localhost freeradius[28729]: [ldapl] ldap_get_conn: Checking Id: @

Apr 15 18:11:42 localhest Treeradius(20729]: [ldapl] ldap_get_cenn: Got Id: @

Apr 15 18:11:49 localhost freeradius[20729]: [Lldapl] No default NMAS login sequence

Apr 15 16:11:49 localhost freeradius[20729]: [ldapl] looking for check items in directory...

Apr 15 18:11:49 localhost freeradius[20729]: [ldapl] userPassword -= User-Password == "u

Apr 15 18:11:49 localhast freeradius[20729]: [Ldapl] leoking for reply items in directory...

Apr 15 18:11:49 localhost freeradius[280729]: [ldapl] validitytype -> Ucopia-validitytype = "alwaysvalid”

Apr 15 18:11:42 localhost freeradius[28729]: [ldapl] GroupDbject -» Ucopia-Group = "Groupld=guest,dc=ucepia,dc=com”
Apr 15 18:11:49 localhost freeradius[28720]: [ldapl] Setting Auth-Type = LDAP1

Apr 15 18:11:49 localhost freeradius[208729]: [ldapl] user user authorized to use remote access

Apr 15 18:11:49 localhost freeradius[20729]:
Apr 15 18:11:49 localhost freeradius[28729]:
Apr 15 18:11:42 localhost freeradius[20729]

[ldapl] Lldap_release_conn: Release Id: @
Exec-Program: returned: @
IR R A NN NN

Apr 15 18:11:49 localhost freeradius[20729] ! Replacing User-Password in config items with C(leartext-Password. AR
Apr 15 18:11:49 localhost freeradius[208729] NN N RN
fpr 15 18:11:49 localhost freeradius[20729]: ! Please update your configuration so that the "known good” BN
Apr 15 18:11:492 localhost freeradius[28729] ! clear text password is in Cleartext-Password, and not in User-Password. !!
Apr 15 18:11:49 localhost freeradius[20729]: [1IEDERIRLRRER R RREn PR R PR R o R BRI R R ety

Apr 15 18:11:48 localhost freeradius[20729]: # Executing group from file fetc/freeradius/sites-enabled/default
Apr 15 18:11:49 localhost Treeradius(20729]: [ldapl] login attempt by “user” with password “u°

Apr 15 18:11:49 localhost freeradius[28729]: [ldapl] user DN: vid=user,ou=users,dc=ucopia,dc=com

Apr 15 18:11:42 localhost freeradius[28729]: [ldapl] (re)connect to ldap://127.8.8.1, authentication 1

Apr 15 18:11:49 localhost freeradius[20729]: [ldapl] setting TLS Require Cert to newer

Apr 15 18:11:49 localhost freeradius[20729]: [ldapl] bind as uld=user,ou=users,dc=ucopia,dc=com/u to ldap://127.9.8.1
Apr 15 18:11:49 localhost freeradius[20729]: [ldapl] waiting for bind result ...

Apr 15 10:11:49 localhost Treeradius[20729]: [ldapl] Bind was successTul

Apr 15 18:11:48 localhost freeradius[20729]: [ldapl] user user authenticated succesfully

Apr 15 18:11:49 localhost freeradius[20729]: # Executing cection post-auth from file fetc/freeradius/sites-enabled/default
Apr 15 18:11:49 localhost freeradius[20729]: Exec-Program-Wait: plaintext: Ucopia-Group=Groupld=gquest,dc=ucopia,dc=com

Apr 15 18:11:49 localhost freeradius[20729]: Exec-Pregram: returned: @

Apr 15 19:11:50 localhost freeradius[20729]: Waking wp in 4.1 seconds.

Apr 15 18:11:54 localhost freeradius[28729]: Ready to process requests

L=

3.6 Update

Command Description

applyUpdate Download an update from an FTP server and apply it.

applyAllUpdates Download all updates from an FTP server and apply it.

enableAutoUpdate Enable or disable automatic update installation.

listUpdates Display all available updates.

3.6.1 applyUpdate

Download an update from an FTP server and apply it.

> applyUpdate <ftp_accountld> <filename>

ftp_accountld: FTP server name
filename: Update name

Example

> applyUpdate accountl update_5.0-b14061605.tar
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Applying: update_5.0-b14061605.tar. Please, wait.

3.6.2 applyAllUpdates

Download all updates from an FTP server and apply fit.

> applyAllUpdates <ftp_accountld>

ftp_accountld: FTP server name

Example :

> applyAllUpdates accountl

Applying in order:
update_5.0-b14061604.tar
update_5.0-b14061605.tar

** Applying: update_5.0-014061604.tar. Please, wait.

** Applying: update_5.0-014061605.tar. Please, wait.

3.6.3 enable AutoUpdate

Enable or disable automatic update installation.

> enableAutoUpdate [enable]

Options

enable: enable (y|n) [y]

Example :

> enableAutoUpdate n

Auto update process disabled
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3.6.4 listUpdates

Display all available updates.

> listUpdates <ftp_accountld>

ftp_accountld: FTP name server

Example :

> listUpdates testl

Available updates or upgrades:
-> update_5.0-b14061604.tar
-> update_5.0-b14061605.tar

3.7 Network troubleshooting

Command Description
arp Display the ARP cache of the controller.
arping Send an ARP request.
dhclient Retrieve an IP address distributed by DHCP.
host Retrieve a host name or an IP address for a machine using the
domain server.
interface Display the configuration of network interfaces.
ipRouteGet Display the route used to reach the destination address.
netstat Display the set of connections opened by the UCOPIA controller.
nslookup Querie a name sener in order to obtain information about a domain.
ping Send a Ping request.
showDhcpLeases Display DHCP leases.
showRoute Display the routing table.
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Command Description
tcpdump Capture and analyze all packets passing through a network interface.
telnet Start a telnet connection to another machine.
traceroute Determine the path followed by a packet, letting you build a map of
the routers present between source and target machines.
ssh Start an SSH connection to another machine.
wget Non-interactively downloads files.
3.7.1 arp

Display the ARP cache of the controller.

arp [-n do not resolve]

Options:

-n do_not _resolve : Do not resolve IP addresses.

Example :

> arp

>

? (172.16.0.1) at 00:1b:21:04:£f8:db [ether] on out

3.7.2 arping

Send an APR request..

arping [-c count]

[-w timeout] [-I device] [-s source] <dest>

Options:

dest: Destination IP address

-c count: Number of packets to send

-w timeout: Maximum time to wait for a response

-I device: Choice of the interface to use

-s source: Source IP address

Example:

> arping -¢ 3 -w 5 -I out -s 10.0.0.187 10.0.0.1
ARPING 10.0.0.1 from 10.0.0.187 out

Unicast reply from 10.0.0.1
Unicast reply from 10.0.0.1

[00:15:C5:F4:8D:E0] 0.786éms
[00:15:C5:F4:8D:E0] 0.734ms
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Unicast reply from 10.0.0.1 [00:15:C5:F4:8D:E0] 0.753ms
Sent 3 probes (1 broadcast(s))
Received 3 response(s)

3.7.3 dhclient

Retrieve an IP address distributed by DHCP.

dhclient [interface]

Interface : Choice of the interface

3.7.4 host

Retrieve a host name or an IP address for a machine using the domain server.

host <hostname> [-t querytype] [-v verbose] [-r recursion off] [-d debugging] [-1 list] [-T
tcp] [server]

hostname: Name of the server
server: |P address of the name senver

Options:

-t querytype: Specify the type of query to search
-v verbose: Verbose mode

-r recursion off: Disable recursion in the query
-d debugging: Enable debug mode

-1 1ist: Display the full domain

-T tcp: Enable the TCP/IP mode

Example :

Test resolution of the name olil by the 10.0.0.1 sener

> host olil 10.0.0.1
Using domain server:
Name: 10.0.0.1
Address: 10.0.0.1#53
Aliases:

olil.ucopia.lan has address 10.0.0.132

3.7.5 interface

Display the configuration of network interfaces.

Interface [interface]
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interface : Interface for which the configuration is displayed

Example :

> interface ethO
3: ethO: <BROADCAST,MULTICAST, UP, LOWER UP> mtu 1500 adisc pfifo fast state UP glen 1000
link/ether 00:06:4£:90:50:aa brd ff:ff:ff:ff:ff:ff
inet6 feB80::206:4fff:fe90:50aa/64 scope link
valid 1ft forever preferred 1ft forever

3.7.6 ipRouteGet

Affiche la route utilisée pour atteindre I'adresse de destination.

ipRouteGet <dest address> [from src address]

from src_address : Source IP address.
dest address : Destination IP address.

Example :

> iprouteget 10.0.0.23
10.0.0.23 via 172.16.0.1 dev out src 172.16.0.200
cache mtu 1500 advmss 1460 hoplimit 64

3.7.7 netstat

Display the set of connections opened by the UCOPIA controller.

netstat [-r routel [-g agroups] [-1i interfacel [-s statistics] [-n numeric] [-1 listening]
[-a all] [-e extend] [-I specified iface]
Options:

-r route: Display the routing table

-g groups: Display information about multicast groups

-1 interface: Display a table of all network interfaces.

-s statistics: Display a summary of statistics for each protocol.

-n numeric. Display addresses in numeric format, instead of trying to determine the symbolic
host, port, or user name.

-1 listening: Display only sockets that are listening.
-a all: Display all sockets, whether they are listening or not.
-e extend: Display extra information. Use this option twice to obtain maximum details.

-I specified iface: Display atable of all network interfaces.

Examples:
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Verify the routing table

> netstat -r y
Kernel IP routing table

Destination Gateway Genmask Flaags MSS Window irtt Iface
192.168.100.0 & 255.255.255.0 U 00 0 in
172.16.0.0 * 255.255.255.0 U 00 0 out
169.254.0.0 & 255.255.0.0 U 00 0 in
default 172.16.0.1 0.0.0.0 UG 00 0 out

Information related to statistics

> netstat -s y
Ip:
134402 total packets received
314 with invalid addresses
0 forwarded
0 incoming packets discarded
76632 incoming packets delivered
72986 requests sent out
50 dropped because of missing route
Icmp:
44 ICMP messages received
0 input ICMP message failed.
ICMP input histogram:
destination unreachable: 33
echo requests: 11
45 ICMP messages sent
0 ICMP messacges failed
ICMP output histogram:
destination unreachable: 34
echo replies: 11
IcmpMsaq:
InType3: 33
InType8: 11
OutTypel: 11
OutType3: 34
Tcp:
1604 active connections openings
1678 passive connection openings
6 failed connection attempts
872 connection resets received
6 connections established
65206 segments received
64653 segments send out
20 seagments retransmited
0 bad segments received.
1175 resets sent
Udp:
18487 packets received
34 packets to unknown port received.
0 packet receive errors
8494 packets sent
UdpLite:
TcpExt:
742 TCP sockets finished time wait in fast timer
1101 delaved acks sent
1 delaved acks further delaved because of locked socket
Quick ack mode was activated 3 times
7926 packets directly queued to recvmsg prequeue.
86532 bvtes directlv received in process context from prequeue
30366 packet headers predicted
1636 packets header predicted and directly gueued to user
7915 acknowledgments not containing data payload received
17642 predicted acknowledgments
11 times recovered from packet loss by selective acknowledgements
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4 TCP data loss events
TCPLostRetransmit: 1

1 timeouts after SACK recovery
13 fast retransmits

6 other TCP timeouts

3 DSACKs sent for old packets

[...]

3.7.8 nslookup

Allow to query a name server in order to obtain information about a host.

> nslookup <host>

host : Host to find []

Note

The nslookup command enters interactive mode when no hosts are given.

Examples:

Query for host www.ucopia.com

> nslookup www.ucopia.com
Server: 127.0.0.1
Address: 127.0.0.1#53

Non-authoritative answer:

WwWw.ucopia.com canonical name = ucopia.com.
Name: ucopia.com

Address: 93.88.249.185

Query for host www.ucopia.com in interactive mode

> nslookup

> www.ucopia.com

Server: 127.0.0.1
Address: 127.0.0.1#53

Non-authoritative answer

Www.ucopia.com canonical name = ucopia.com.
Name: ucopia.com

Address: 93.88.249.185

> exit

3.7.9 ping

Send a ping request

> ping [-c num echos] [-t ttl] [-I interface] [-b broadcast] [-n numeric]

[-R road]

<dest>

dest : Domain name or IP address.
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Options:

-c num_echos: Specify the number of "echo” requests to send
-t ttl:iTme to live

-I interface: Address of the interface

-b broadcast: Broadcast address [n]

-n numeric: Numeric output only [n]

-R road: Record and display the route [n]

Example :

> ping 10.0.0.10

PING 10.0.0.10 (10.
64 bytes from 10.0.
64 bytes from 10.0.
64 bytes from 10.0.
64 bytes from 10.0.

.0.10) 56(84) bvtes of data.

.10: icmp seg=1 ttl=64 time=2.80 ms
.10: icmp seg=2 ttl=64 time=0.363 ms
.10: icmp seg=3 ttl=64 time=0.295 ms
.10: icmp seq=4 ttl=64 time=0.367 ms

[eNeoNoNe N}

-—-10.0.0.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.295/0.958/2.809/1.069 ms

3.7.10 showDhcpLeases

Display DHCP leases.

> showDhcpLeases [pipe] [pipe action] [grep pattern]

Options:

pipe: The pipe pattern |
pipe action: A piped action (less|grep)

grep pattern: A grep pattern (do not support ;" character)

Example :

> showDhcpLeases
DHCP Leases

lease 192.168.213.126 {
starts 5 2011/08/26 13:47:51;
ends 6 2011/08/27 13:47:51;
binding state active;
next binding state free;
hardware ethernet 00:1d:e0:62:d6:05;
uid "\001\000\035\340b\326\005";
client-hostname "seven-PC";

}

lease 192.168.213.126 {
starts 5 2011/08/26 13:56:47;
ends 6 2011/08/27 13:56:47;
binding state active;
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next binding state free;

hardware ethernet 00:1d:e0:62:d6:05;
uid "\001\000\035\340b\326\005";
client-hostname "seven-PC";

3.7.11 showRoute

Display the routing table.

> showRoute [table]

table : Name of the routing table to display.

Example :

> showRoute

0: from all lookup local

101: from 172.16.0.200 lookup 782

32766: from all lookup main

32767: from all lookup default

Table main:

192.168.100.0/24 dev in proto kernel scope link src 192.168.100.254 metric 10
172.16.0.0/24 dev out proto kernel scope link src 172.16.0.200 metric 10
169.254.0.0/16 dev in scope link metric 10

default via 172.16.0.1 dev out metric 10

3.7.12 tcpdump

To capture and analyze all packets passing through a network interface.

tcpdump [expression] [-i interface] [-c count] [-D list interface]

[-A ascii]l [-e link level header]l [-L data link tvpes]

[-n numeric addresses] [-N no domain name] [-p no promiscuous]

[-g quick outpput] [-S sequence absolute] [-v verbose] [-y data link type] [-T type]

expression : See pcap-ilter for the syntax of the expression (filter packets to be captured. If no
expression is specified, all packets are captured).

Options:

-1 interface : Capture packets from a specific network interfacel].

-c count : Count the number of lines, at the end of the capture [].

-D list interface : The list of available interfaces [n].

-A ascii : Display all packets using ASCII [n].

-e link level header : Display the packet headers at the data link level [n].

-L data link types : Display the list of known data link types [n].

-n numeric_addresses : Do not convert addresses or ports in names [y].

-N no_domain name : Do not display the domain name of host names qualification [n].
-p no_promiscuous : Accept all packets [n].

-g quick_ outpput : Stop capturing [n].
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-S sequence absolute : Display the number of TCP sequence [n].
-v verbose : Verbose mode [n].
-y data link type : Define the type of data link to use during packet capture [].

-T type : Force the type of packets selected by the expression to be interpreted by the specified
type [].

Example :

> tcpdump -n v —e v -1 out
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on out, link-type EN1OMB (Ethernet), capture size 65535 bytes
22:31:59.050911 00:06:4£:90:50:aa > 00:1b:21:04:£8:db, ethertype IPv4 (0x0800), length 444:
172.16.0.200.222 >

82.234.35.126.47800: Flags [P.], seq 2514509764:2514510142, ack 3884938946, win 1002,
options [nop,nop,TS val

6334104 ecr 5853957101, lenath 378
22:31:59.123248 00:1b:21:04:£8:db > 00:06:4£:90:50:aa, ethertype IPv4 (0x0800), length 940:
82.234.35.126.4780
0 > 172.16.0.200.222: Flags [P.], seq 1:875, ack 378, win 316, options [nop,nop, TS val
585395811 ecr 63341047,

lenagth 874
22:31:59.123781 00:06:4£:90:50:aa > 00:1b:21:04:£8:db, ethertype IPv4 (0x0800), length 556:
172.16.0.200.222 >

82.234.35.126.47800: Flags [P.], seq 378:868, ack 875, win 1002, options [nop,nop,TS val
6334122 ecr 58539581
1], length 490

3.7.13 telnet

Start a telnet connection to another machine.

telnet <hostname> [-p port]

hostname : Address of the machine to reach

Options:

-p : Connection port

3.7.14 traceroute

Determines the path followed by a packet, letting you build a map of the routers present between
source and target machines.

traceroute <host> [-g gateway] [-1 interface] [-f first ttl] [-p port]
[-s src address] [-t tos] [-S packet length] [-F no fragment] [-I icmp echo]
[-n numerically] [-r bypass] [-v verbose output]

host : Address of the machine to reach.

Options

-g gateway: Specify the output gateway.
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-1 interface: Specify the output interface.

-f first ttl: Parameterize the first hop of output packets.
-p port: Parameterize the UDP base port number.

-s src_address: Use this source IP address.

-t tos: Parameterize the senice type.

-S packet length: Specify packet size.

-F no_fragment: Tell intermediate routers to awid fragmenting packets.
-I icmp echo: Use ICMP ECHO instead of datagrams.

-n numerically: Display numeric addresses.

-r Bypass: Bypasses normal routing tables.

-v Verbose output: Verbose mode.

3.7.15 ssh

Start an SSH connection to another machine.

ssh [-1 login name] [-p port] <hostname>

hotsname : Address of the remote machine.

Options:

-1 login name : User identifier (on the remote machine)
-p : Connection port

3.7.16 wget

Non-interactively downloads files.

wget <url> [-r recursive] [-c continue]
--proxy-user [--no-check-certificate no check certificate] [--passive-ftp passive ftp] [--
NO-Proxy no Proxvl

[--proxy-ip proxy ip] [--proxy-port proxy port] [--proxy-user username] [--proxy-passwd
passwd]

url : Address of the ressource.

Options:

-r recursive: Enable recursive mode.
-c continue: Continue downloading a partially-downloaded file.

--no-check-certificate no_check certificate: Do not try to validate a server SSL

certificate.
--passive-ftp: FTP in passive mode.

--no-proxy: Do not use a proxy.

38



Commands § UCOPIA

N YOUR WI-

--proxy-ip: Host name or IP address of the proxy seneer.
--proxy-port: Port of the proxy sener.

--proxy-user Username: user name for proxy authentication.
--proxy-passwd. Password for proxy authentication.

Example :

Test a connection to the site http://www.ucopia.com [http://www.ucopia.com/] by passing through
a proxy.

> wget --proxvy-ip 192.168.30.25 --proxy-port 3128 --proxy-user ucopia --proxy-passwd ucopia
http://www.ucopia.com

3.8 System troubleshooting

Command Description
Isearch Open a connection on an LDAP server and lets you perform a query on that
server.
mysqlDbSize Display the size of the SQL database.
mysqlCheck Verify the status of the SQL database.
ps Display active processes.
summary Display the characteristics of the UCOPIA controller.
3.8.1 Isearch

Open a connection on an LDAP serer and lets you perform a query on that server. This command in
particular lets you display the UCOPIA user base.

lsearch [filter]

filter : Search filter.

Example :

Search for the user pborras: Isearch uid=pborras

> lsearch jdurand
# extended LDIF
#

39



http://www.ucopia.com/
http://www.ucopia.com/

Commands ﬁ UCOPIA

TURN YOUR WI-

# LDAPv3

# base <dc=ucopia,dc=com> with scope subtree
# filter: (objectclass=*)

# requesting: jdurand

#

# admin, administrators, ucopia.com
dn: administratorid=admin,ou=administrators,dc=ucopia,dc=com

# jdurand, users, ucopia.com
dn: uid=jdurand, ou=users, dc=ucopia, dc=com

# search result
search: 2
result: 0 Success

# numResponses: 3
# numEntries: 2

3.8.2 mysqlDbSize

Display the size of the SQL database

mysqglDbSize [table]

table : Name of the tale (sessions, stats, ulog, urls, users).

3.8.3 mysqlCheck

Check the status of the SQL database.

mysglCheck

Example :

> mysglCheck

ucpdb.controller stats OK
ucpdb.deleg user Table is already up to date
ucpdb. ihm OK

ucpdb. sessions Table is already up to date
ucpdb. stats Table is already up to date
ucpdb.uloagTable is already up to date

ucpdb. urlsOK

ucpdb.users Table is alreadvy up to date
ucpdb.usrpaypal Table is already up to date
3.84 ps

Display active processes

> ps [filter]

filter: The active process to display.
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3.8.5 summary

Display the characteristics of the UCOPIA controller.

> summary

Example :

> summary
Maintenance validity.. 2014-08-30

khkhkkk Kkhkkhkkhkk Kkhkkhkkhkk kkhkkhkhkk Khhkhkkk kkhkkkk

* Production name SV150

* Serial number R2791976

* Product tvype Advance

* Current version 4.4

* Current build 13041001

* Last upgrade -

kkhkkkk Kkhkkkhkk Kkhkkhkkhkk kkhkkhkkhkk Khkhkkkk kkhkkkk

3.9 System commands

Commande Description
bzip2 Compresse a file.
exit Close the CLI session.
halt Stop the controller.
help Display help topics for the CLI.
keyboard Change the keyboard layout
less Allow to view a text file.
Is Display a list of files and folders.
reboot Restart the controller.
rm Delete a file or a folder.
scp Copy a file or a directory to a secured server

3.9.1 bzip2

Allow to compress a file.

bzip2 [-d decompress] [-k keep] <file>

file : File name.
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Options:

-d decompress : Force decompression.

-k keep : Presene input files.

3.9.2 Exit

Close the CLI session.

> exit

3.9.3 halt

Stop the controller.

> halt

3.9.4 help

Display help topics for the CLI.

> help

Example :

CONTEXT SENSITIVE HELP

[?] - Displavy context sensitive help. This is either a list of possible
command completions with summaries, or the full syntax of the
current command. A subsequent repeat of this key, when a command
has been resolved, will display a detailed reference.

AUTO-COMPLETION
The following keys both perform auto-completion for the current command line.
If the command prefix is not unigue then the bell will ring and a subsequent

repeat of the key will display possible completions.

[enter] - Auto-completes, svntax—-checks then executes a command. If there is a
syntax error then offending part of the command line will be highlighted and explained.

[Tab] - Auto-completes, or if the command is already resolved inserts a space.

MOVEMENT KEYS

[CTRL-A] - Move to the start of the line

[CTRL-E] - Move to the end of the line.

[up] - Move to the previous command line held in history.
[down] - Move to the next command line held in history.
[left] - Move the insertion point left one character.
[right] - Move the insertion point right one character.

DELETION KEYS

[CTRL-C] - Delete and abort the current line

[CTRL-D] - Delete the character to the right on the insertion point.
[CTRL-K] - Delete all the characters to the right of the insertion point.
[CTRL-U] - Delete the whole line.

[backspace] - Delete the character to the left of the insertion point.

ESCAPE SEQUENCES
!'l' - Replaces the the last command line.
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IN - Replace the Nth command line (absolute as per 'history' command)
!'-N - Replace the command line entered N lines before (relative)

3.9.5 keyboard

Change the keyboard layout.

> keyboard <layout>

layout : The keyboard layout (us|uk]fr|de)

Example :

Change keyboard layout to US

> keyboard fr
Loading /usr/share/keymaps/i386/qwerty/fr.kmap.gz

3.9.6 less

Allow to view a text file.

> less <file>

file : File name.

39.7 s

Display a list of files and folders.

> 1ls [path]

path : Indicate the path of the file or directory to display.

3.9.8 reboot

Restart the controller.

> reboot

399 rm

Delete a file or a directory.

> rm <file> [-f force] [-r recursive]
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file : nom du fichier a supprimer.

Options:

-f force : Force deletion.
-r recursive : Delete directories and their contents.

3.9.10 scp

Copy a file or a directory to a secured sener.

> scp [-P port] [-r recursive] <filel> <file2>

filel, file2 : Files to copy.

Options:

-P port : Port to connect to the sener.

-r recursive : Copy full directories.

Example :

> scp —-p 22 —-r UCOPIA/ pborras@l0.0.0.1:/UCOPIA/

3.10 Maintenance

Command Description

tunnel Enable or diable a maintenance tunnel.

3.10.1 tunnel

Enable or disable a maintenance tunnel.

> tunnel <action> [emergency host] [emergency remote port ssh] [emergency remote port https]

action: check_hosts |check_connection |automatic |enable_manual |disable_manual |keep_alive
|check_all_status| enable_emergency |disable_emergency (mount/unmount the tunnel in
automatic, manual or emergency mode, \erifies status or connectivity of the tunnel)

Options:

Options concern only the tunnel in "emergency” mode.

emergency host: Domain name or IP address of the emergency tunnel, by default [services-
management-platform.com)
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emergency remote port ssh: SSH port for the emergency tunnel. Possible values:
(1025..65535), by default it's 35500.
emergency remote port https: HTIPS port for the emergency tunnel. Possible values:
(1025..65535), by default it's 36500

Example :

Activate a manual maintenance tunnel on SSH port 35566 and HTTPS port 36566.

> tunnel enable manual services-management-platform.com 35566 36566
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